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US Bancorp – who we are

 Minneapolis-based U.S. Bancorp by the numbers:

• Fortune 200 company with 67,000 employees; $403B in assets

• Parent of U.S. Bank; 5th largest commercial bank in US 

• Global operations in US, Europe, and South America

• Super regional bank operating  3,176 banking offices in 25 states 

and over 5,000 ATMs

 Financial services delivered by four diversified business lines

 Only US bank named to Bloomberg Markets 2014 list of 

“World’s Strongest Banks”

 Most Admired Super Regional Bank four FIVE years in a row 

(Fortune, 2011-2015)
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 We are responsible for the strategic planning, design, build, and run activities 

for enterprise real-time communication infrastructure 

 Infrastructure includes SIP, PSTN, toll-free, SBCs, session management,          

IP & mobile telephony, messaging, E911, IVR, collaboration, and contact 

center applications (CTI, call recording, chat, dialers, WFM, speech analytics)

USB Real Time Communications (RTC) overview

• 18M customers

• 600K customer contacts/day

• 210M customer contacts/year

• 20 CTI-database integrations

• 5,400 IVR ports; 26 self-service apps

• 8,900 contact center agents

• 3,800 CTI “screen pop” desktops

• >8.7 calls/second on Cyber Monday

• 35M recorded calls/year 

Customers Interactions

• 340 admin sites with SIP and IPT

• 165 admin sites with legacy PBXs

• 3176 branches (retail, in-store)

• 25 contact centers 

• 18 trading centers (IPC turrets)

• 8,000 SIP trunks

• 6,100 toll-free numbers

• 70,000 hard/soft endpoints

• 50,000 voice messaging boxes

Infrastructure Services
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 Problem: Historically, we have focused on safeguarding our data 

infrastructure and customer data. The same level of protection has not 

been extended to our critical real time communication infrastructure

 In 4Q’14 we began an in-depth assessment of our voice services to: 

• Identify and prioritize specific threats that would impact the voice infrastructure

• Develop set of  recommendations to palliate these identified threats

 Initiative is structured into three phases:

• Assessment (3-4 months)

• Implement recommendations (6-8 months)

• Operationalize voice network security 

 Identify & implement for “quick wins” in 2015

RTC Preparedness Initiative

“Losing money via a cyber attack is 
a big deal, but nowhere near as a 
big deal in having our reputation 
harmed…“

-- Jeff Von Gillern, 
Vice Chairman, 
US Bancorp, Technology & Operation 
Services
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 Goal is to protect our customer’s experience; especially high-value customers

 Evaluate anticipated and unanticipated events that threaten our infrastructure 

RTC Preparedness Initiative (cont.)

Anticipated
• Seasonal spikes

• bŜǿ ǇǊƻŘǳŎǘǎ όάŎƘƛǇ ϧ Ǉƛƴέύ

• Internal & marketing events

• Acquisitions

• Growth/expansion

Unanticipated
• Brute-force IVR probes 

• TDoS attacks

• Service theft and call pumping

• Catastrophic events

• Financial fraud 

• Social engineering attacks

• Robo-scams, voice phishing/spam

Threats
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 As contemplated, Phase 1 is an assessment of our voice and contact center 

infrastructures plus processes, resources, and vendor solutions

 Initial view of the market reflects a number of point solutions but few complete 

solutions that include automated early detection + advisory services 

Approach and initial observations

• Validate existing infrastructure capacities

• Validate existing RTC service designs/routing 

• Assess voice security capabilities of carrier 

headend and core voice infrastructure

• Identify security and process gaps  

• Conduct market analysis and assess current 

vendors’ products and services

Phase 1 (~4 months)

• Need to prioritize threats; not build rocketships

• No silver bullets, various point solutions

• Market understanding seems limited; 

Vendors lack ability to translate customer  

needs into robust products and services 

• Need processes and communication model 

• Business lines must be involved to develop 

event management strategies 

• Determining operational model is critical

o Existing information security

o New voice security team

o Develop skills of existing staff

o Outsource; managed service

Initial Observations

Avaya NICE SecureLogix

Avoke Nuance Singlewire

Cisco Oracle Verizon

Convergys PinDrop
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Questions
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